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ABSTRACT

The use of Information and Communication Technology in schools for the purpose of enhancing
teaching and learning has dramatically increased in South African schools, particularly during the time
of COVID-19. Schools surged into the use of information and communication technology without
sufficient oversight, leaving many schools, both well-resourced and under-resourced, more vulnerable
to a variety of cybersecurity threats. As a result, despite its multiple benefits in the teaching and learning
area, it poses a substantial threat to school data as well as the safety of teachers and learners. The
purpose is to explore the variety of cybersecurity threats experienced by schoolteachers and learners in
the Vhembe East District of the Limpopo Province, South Africa. The qualitative research methodology
was adopted, wherein a case study design was employed, using semi-structured interviews to generate
the data. 24 participants, including school principals, teachers, learners, and parents, were purposively
selected. The thematic analysis approach was used to analyse the data. The study's findings revealed
that schools are increasingly susceptible to cyber threats and attacks such as phishing, Trojans, hacking,
cyberbullying, insider threats, and inappropriate content, which not only harm school data but also
jeopardise the safety of teachers and learners. Implications for the study include installing up-to-date
and frequently updated antivirus software, developing a cyber policy, establishing a cyber-governing
body, cyber-risk assessment committees, implementing cyber-awareness programmes, and involving
school-based social workers and parents. This study contributes to policy and practice by proposing a
holistic framework for strengthening cybersecurity in schools.

Keywords: Information and Communication Technology, Cyber Security, Cyber Threats, Safeguard,
Cyber Awareness

INTRODUCTION

With the advent of the fourth industrial revolution (4IR), information and communication technology
(ICT) is increasingly becoming part of contemporary society. ICT is used in different aspects of our
lives, which include education, health, social interaction, and information gathering. In education, there
was a sudden surge in the utilisation of ICT, especially following the COVID-19 pandemic. The use of
ICT has had significant benefits (Abdul et al.).! It helped schools to continue teaching online and helped
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to improve institutional record management and strengthen communication among school stakeholders.
Nevertheless, improper ICT use may heighten the risk of cybersecurity threats such as Trojans,
phishing, and ransomware, among others, in schools.?

The unobserved sudden surge in the use of ICT by schools, combined with a lack of cyber
knowledge, ICT skills, and support from stakeholders, has led to a noticeable increase in cybersecurity
attacks in schools.® As such, Schools that have adopted ICT for enhancing teaching and learning are
increasingly becoming targets for cybercriminals, putting teaching and learning activities at risk of
compromise. This challenge, along with other issues that have arisen due to the advent of ICT in
schools, necessitated the need to explore the various cybersecurity threats experienced by both teachers
and learners in schools. This was done in order to recommend safety measures or strategies to curb and
ameliorate the cybersecurity threats faced by school teachers and learners to ensure safety in the use of
ICT in schools, particularly in the Vhembe East District of the Limpopo Province. Furthermore, the
studies that have been conducted on cybersecurity in schools can be classified as cyberbullying, cyber-
attacks, the cost of service and high-quality protection, and cybersecurity awareness.* However, it
appears that no study has been conducted on the various types of cybersecurity threats in schools,
particularly in the Vhembe East District of Limpopo Province. Against this backdrop, the study was
conducted in the Vhembe East District of Limpopo Province, South Africa, to investigate the different
types of cybersecurity threats encountered by teachers and learners at schools. The findings are
presented in subsequent sections.

LITERATURE REVIEW

A literature review in a study is simply a part or a section that includes what other local and international
scholars have written about the phenomenon under study.® Moreover, according to Lim et al., a
literature review is a summation of scholarly research on a certain topic that can be conducted as part
of a conceptual, empirical, or independent study.® Furthermore, a literature review aims to consolidate
existing knowledge to assist and facilitate the production of new knowledge for a specific research
project, as well as to connect readers to crucial areas of existing knowledge.” The advent of ICT in
schools has affected the teaching and learning experiences in both developing and developed countries.®
The ever-evolving cybersecurity threats that come with the use of ICT in schools keep on increasing,
yet the level of adaptation of ICT by schools and school cybersecurity capability remains slow.’ In
support of this assertion, Osias et al., in a study conducted in America, highlight the dangers that
educational institutions face from cybersecurity threats such as ransomware attacks, phishing scams,
data breaches, and insider threats.!” To address these risks effectively, the author recommended the
adoption of proactive measures such as conducting risk assessments, establishing strong cybersecurity
governance structures, providing employee education and training programs, and implementing access
controls and encryption mechanisms.
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On the same note, Magsood and Chiasson alluded to the fact that lack of cybersecurity
awareness is a major concern globally by claiming that, in the contemporary digital world, tweens are
massively in cyberspace, which exposes them to a large number of cyber threats such as phishing,
cyberbullying, exposure to age-inappropriate content, misinformation, and privacy violations. !!
Moreover, Richardson et al. and Abdul et al. echoed the aforementioned arguments that cybersecurity
threats in schools are a critical issue in the twenty-first century, citing the human factor as an underlying
reason for cybersecurity threats in schools.'?> Concurrently, Abdul et al. echoed that while the internet
presents vast opportunities, it simultaneously exposes young learners to potential risks, encompassing
cyberbullying, privacy breaches, and security threats.'> To mitigate these challenges, the study
advocates for the cultivation of digital literacy and online safety principles across diverse age groups
and fields of study.

Moyo et al. contributed by alluding to the fact that the education sector in Zimbabwe is still ill-
prepared to deal with e-safety issues in schools.!* Moreover, most parents, teachers, and learners do
not have the knowledge and expertise to safeguard learners from ICT risks. Therefore, learners are
highly engaged in unacceptable and risky behaviours like receiving and storing inappropriate materials
on their ICT devices, agreeing to meet strangers, meeting online friends physically, and accessing
pornographic material, which further exposes them to cyber risks such as inappropriate content,
communicating and meeting strangers, cyberbullying, ICT addiction, and cyber harassment. Moreover,
Burov et al. contend that the emergence of the COVID-19 pandemic has increased people’s dependence
on digital tools globally and, consequently, increased their vulnerability to cybercriminals.!® In their
argument, they claim that the human cognitive sphere becomes the target for hackers, and a learner’s
knowledge, way of thinking, critical abilities, and life value system can be breached through wrong
content, false links, fake news, interference during teaching and learning communication, and
demotivating external influence on participants in the learning process.

De Barros and Lazarek also support the aforementioned by bringing the side view of
Mozambique on this issue. They stated that Mozambique is one of the African countries in which the
initiatives of raising cyber security awareness and educating primary and secondary schools on cyber
security, such as cyber awareness campaigns, games, and the introduction of cyber safety topics in the
school curriculum, are still in their infancy.'® Meanwhile, in the insights attributed to local studies, it is
evident that the use of ICT in schools to enhance teaching and learning has been on the rise in South
African schools more than it ever was before the COVID-19 pandemic, causing an increase in
vulnerability to cybersecurity threats for school teachers and learners.!” Moreover, South African
schools are deeply faced with the challenges of a lack of ICT infrastructure, coupled with a lack of
knowledge of ICT and cybersecurity.'® Therefore, it is of paramount significance to note that the
academic arguments provided offer valuable insights into cybersecurity threats in South African
schools and globally. They cover recent attacks, common threats, and recommended strategies to
combat such threats. However, the discussion falls short of delving deeply into the specific
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cybersecurity threats experienced by teachers and learners in South Africa, particularly in the Vhembe
East District of the Limpopo province.

THEORETICAL FRAMEWORK

Varpio et al. described a theoretical framework as a logically established and interconnected set of
concepts and premises derived from one or more theories that a researcher constructs to scaffold a
study. The authors further articulate that in order to build a theoretical framework, the researcher must
define any concepts and theories that will serve as the foundation for the research, connect them
logically, and relate these concepts to the study under investigation.!” Moreover, Grant and Osanloo
argue that the theoretical framework is a framework that is derived from an existing theory (or theories)
in the literature that has already been tested and validated by others and is considered a generally
acceptable theory in the scholarly literature.?’ Many theoretical frameworks can serve as lenses to guide
the conduct of a study. To select the proper theoretical framework, a full grasp of the study problem,
goal, significance, and research question thereof is required, ensuring that it closely corresponds with
and intricately weaves together all four dimensions.?! Therefore, in this study, Urie Bronfenbrenner's
ecological systems theory was selected because it best fits the research problem, goal, relevance, and
research question; also, it explicitly elucidates the several environmental systems that would drive the
study's procedure. This theory recognises that individuals do not exist in isolation; rather, their
experiences are influenced by interconnected systems, including the school, family, community,
educational policies, and broader societal and technological environments.??

Urie Bronfenbrenner developed the ecological framework in response to what he described as
the science of children in strange situations. Urie Bronfenbrenner’s ecological systems theory
elucidates how human development is shaped by various environmental factors.?? According to him,
this theory encompasses four interconnected types of environmental systems: the micro, meso, exo,
and macro systems. However, this theory, developed in the twentieth century, did not consider the
impact of development in the digital age. In response to this, Navarro and Tudge saw it as fitting that
the theory be significantly modified to reflect most of the ubiquitous contexts in which adolescents
learn, play, and grow for the theory to stay relevant even in the era of technology.?* This theory has
been used as a lens for this study, adopting the modification. The theory was appropriate and relevant
for this study because it explains how human development is influenced by different types of
environmental systems. It also recognises the impact of technology in the development of humans. In
this study, the theory helped to examine how cybersecurity threats such as cyberbullying, phishing,
hacking, and exposure to inappropriate online content are influenced by factors operating at different
ecological levels. For example, the microsystem includes the direct interactions of learners and teachers
with digital technologies at school and home; the mesosystem highlights the relationships between
schools, parents, and the community in promoting online safety; the exosystem considers the influence
of school management, district support structures, and internet service providers; the macrosystem
reflects national cybersecurity policies, cultural attitudes, and legal frameworks; and the chronosystem
captures changes over time, such as the increased use of information and communication technologies
during and after the COVID-19 pandemic.*

By applying Bronfenbrenner's Ecological Systems Theory, the study demonstrates that
addressing cybersecurity threats requires coordinated efforts across these interconnected systems rather
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than focusing solely on the actions of individual teachers or learners. In the twenty-first century, society
finds itself living in institutions of learning, such as schools, that have rushed into the use of ICT
without sufficient supervision, making both teachers and learners more vulnerable to the myriad
cybersecurity threats. Hence, the use of this theory for this study was considered the most relevant
because it explains in detail how a child's development should be handled in the digital era. This theory
allowed the study to address the research question, "What cybersecurity threats do the school teachers
and learners face in schools, particularly in the Vhembe East District of the Limpopo Province?"
primarily because the century itself not only requires but also demands that, in times like these, these
youths be acquainted with ICT. In using ICT, learners interact with their parents, teachers, and society
at large. It influences human behaviour in daily activities.

METHODOLOGY

Research Approach

This study adopted a qualitative methodological approach, guided by the interpretive school of thought.
The interpretivism paradigm was deemed fit for this study because it recognises that individuals'
interpretations and experiences create multiple, subjective realities. This approach emphasises
understanding the unique perspectives of participants, who are the school principals, teachers, learners,
and parents, regarding the various cybersecurity threats faced by school teachers and learners.?® Again,
the researchers deemed it befitting to use a case study research design for this study, for it was meant
to be conducted in three different school settings about the various cybersecurity threats faced by
teachers and learners in schools.

Data Collection

In this study, an instrumental case study has been used, whereby semi-structured interviews and
document review were used as instruments to generate data from participants, who are school
principals, teachers, learners and parents. The decision to use this type of case study lies in the fact
that this study is used as a lens to dive deeply into the various cybersecurity threats faced by school
teachers and learners in the Vhembe East District of the Limpopo Province.

Population and Sampling

The study's fieldwork took place in three schools within the Malamulele Central Circuit, Vhembe East
District, Limpopo Province, South Africa. The selection criteria for the schools, comprising one rural
and two township schools, aimed to enhance the credibility and generalizability of the study's findings
by incorporating diverse geographical settings. The purposive sampling strategy was employed to
select 24 participants, which included three principals (one from each school), six parents (two from
each school), six (6) teachers (two teachers per school), and nine (9) learners from three different
schools (three learners per school) who are aged between 14 and 21 years. These participants were
selected because they had direct knowledge and experience of the use of ICT in schools and the
cybersecurity threats associated with its use. Data collection continued until data saturation was
achieved. Saturation was considered to have occurred when no new themes, categories, or meaningful
insights emerged from successive interviews, and the data became repetitive across participant groups.
The final interviews confirmed and reinforced the themes already identified rather than generating new
information, indicating that sufficient data had been collected to address the research objectives.

Data Analysis

In this study, the generated data were presented and analysed thematically to discover useful
information and answer the research questions of the study. A thematic data analysis was used.
Thematic analysis is a set of methods for developing and interpreting patterns of meaning across

26 Nasrin Pervin and Mahani Mokhtar, “The Interpretivist Research Paradigm: A Subjective Notion of a Social Context,” International
Journal of Academic Research in Progressive Education and Development 11, no. 2 (2022): 419-28.
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qualitative data.?’ The data was generated from the different perspectives of the school principals,
teachers, learners, and parents of the three different schools. For the purpose of presenting the analysed
data, codes and pseudonyms were used to preserve the anonymity of the participants, which has been
maintained throughout the study.

Ethical Considerations
Throughout the study, we made sure to stick to the ethical principles laid out in the Declaration of
Helsinki, which is a guide for doing ethical research with people.

PRESENTATION OF FINDINGS AND DISCUSSION
The use of ICT in schools by teachers and learners
The various interviewed school stakeholders from different schools that served as settings indicated
that schools are immensely diving into the use of ICT. However, it should be noted that some schools
have enough ICT resources for both the teachers and learners, while other schools only have them for
teachers and do not cater to the learners. This study found that the schools that are geographically
located in rural settings (villages) that served as settings for the study solely provide ICT equipment
for teachers and school administrators and not for the learners, while those that are located in a township
are able to provide ICT for learners, especially because they have well-equipped computer labs and
internet connections, while other schools have tablets and laptops for the learners supplied by private
companies through donations. This is what one of the school principals, whose school is located in a
township, had to say:
“In my school, each and every teacher has a laptop provided by the school, including the
administrative staff. We also have external drives for SMT, and we have projectors for all
departments. For the learners, each and every Grade 12 learner is given either a laptop or a
tablet that is connected to the school network.”

A study conducted by Pencheva et al. supports this finding by advancing that schools in rural
areas are characterised by a lack of resources and limited access to cybersecurity, as compared to the
schools that are located in township areas.? It was also discovered during the interviews with the
stakeholders that learners from both township and rural schools were allowed to use their personal ICT
gadgets at home to connect with their teachers and classmates on educational matters. This has greatly
increased the likelihood of teacher-learner interactions outside of the normal pedagogical time, which
was impossible before the advent of ICT in schools, where interactions had to occur physically only.
Furthermore, it has been revealed by this study that despite the fact that some of the schools did not
fully cater to ICT equipment for both teachers and learners, the use of ICT in schools remains a useful
and relevant tool for enhancing teaching and learning in the 21st century in which we live. This is also
consistent with the findings of Farhangpour et al., which indicated that the use of ICT in schools to
improve teaching and learning has increased in South African schools more than ever before the
COVID-19 pandemic, causing an increase in vulnerability to cybersecurity threats from school teachers
and learners.”

Cybersecurity threats commonly faced by teachers in schools
The study findings reveal that in the 21st century, as institutions of learning have quickly adapted to
using ICT to enhance teaching and learning, teachers have become significantly more vulnerable to
cybersecurity threats such as hacking, phishing, Trojans, and information breaches. The school
principal, during interviews, had this to say:
“Aside from the learners’ cyber cases, teachers are also victims of cyber threats such as
hacking, phishing, Trojans and information breaches. Moreover, I recently heard my head of

27 Virginia Braun and Victoria Clarke, “Using Thematic Analysis in Psychology,” Qualitative Research in Psychology 3, no. 2 (2006):
77-101.

28 Pencheva, Hallett, and Rashid, “Bringing Cyber to School: Integrating Cybersecurity Into Secondary School Education.”

29 Farhangpour, Maluleke, and Mutshaeni, “Emotional and Academic Effects of Cyberbullying on Students in a Rural High School in
the Limpopo Province, South Africa.”
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department say that some educators fail to meet deadlines because the information disappeared
from their laptops.”

The findings of this study further highlight the lack of knowledge about these threats, limited
access to ICT or digital resources, as well as the lack of cyber policies in schools, as the primary
contributing factors to the increase in the vulnerability of teachers to cybersecurity threats in schools,
particularly in the Vhembe East District of Limpopo Province. This overview emanates from the
expressions of teachers and school principals who vowed that:

“We can confirm to you that our knowledge of cyber issues is insufficient because they are still

new, and the department has not yet provided us with any training on them, policies, or ICT

resources. However, we are aware of cyberbullying and inappropriate content because learners
often report it.”

Moreover, this position has gained support from the literature, as argued by Kritzinger, who
argued that the lack of proper knowledge and training on cyber safety by teachers and learners is the
primary reason behind cyber threats.** Furthermore, the findings indicate that most of the teachers who
fall victim to cybersecurity threats do so as a result of their own negligence in the use of ICT gadgets.
The participants in the interviews contended that it is the responsibility of teachers as ICT users to
protect themselves against cybersecurity threats when using ICT devices. This can be achieved by
maintaining strong passwords, regularly updating them, and avoiding the sharing of devices. However,
within schools, teachers have normalised the practice of using laptops without passwords and
frequently share devices.

Cybersecurity threats commonly faced by learners in schools
In educational institutions, learners are often viewed as passive recipients of knowledge, while teachers
are regarded as custodians of that knowledge. Consequently, learners tend to depend heavily on their
teachers for guidance and protection against cybersecurity threats associated with the use of ICT in
teaching and learning. The study results clearly indicate that the inadequate supervision from both
teachers and parents regarding learners' use of ICT gadgets, combined with a lack of knowledge about
cybersecurity and insufficient awareness campaigns, has led to the misuse of these devices. An
interviewed learner expressed the following support for this notion:
“I find these platforms to be a very complex environment that requires a lot of guidance and
supervision. I am saying this because cell phones are being hacked, allowing other learners to
access the private information of other learners; some are being bullied on WhatsApp and
Facebook, and I also know of a particular gang at our school who have been spotted
downloading and viewing pornography during study time in the computer lab.”

This misuse ultimately increases learners' vulnerability to various cybersecurity threats,
including cyberbullying, exposure to inappropriate content, data breaches, and hacking.

“As a class teacher, I have received a lot of complaints in my office from learners about

cyberbullying, hacking of cell phone passwords, privacy breaches, and inappropriate content,

some of which happen at home.”

Said a teacher who has been tasked with the responsibility of handling learners' cyber-related
cases at his school. In support of this assertion, Pencheva et al. asserted that learners lack guidance and
supervision from adults to leverage their capabilities in the cyber environment and to navigate safely
in the cyber environment, making them more vulnerable to cyber threats such as cyberbullying, cyber
addiction, phishing, and identity theft, among others.!

30 Kritzinger, “Short-Term Initiatives for Enhancing Cyber-Safety within South African Schools.”
31 Pencheva, Hallett, and Rashid, “Bringing Cyber to School: Integrating Cybersecurity Into Secondary School Education.”
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The cybersecurity threats that are prevalent in schools
It is evident from the empirical findings of this study and the literature review that, in the 21st century
of the fourth industrial revolution, phishing, ransomware, hacking, cyberbullying, privacy breaches,
and inappropriate content, among others, have become prevalent in schools. The school principal in
one of the schools visited during data collection contributed the following:
“The most prevalent cybersecurity threats that are frequently reported by both the educators
and learners include cyberbullying, hacking, Trojans, information breaches, phishing and
inappropriate content.”

This is also evident in the literature reviewed, whereby Magsood and Chiasson claimed that, in
the contemporary digital world, teachers and learners are massively in cyberspace, which exposes them
to a large number of cyber threats such as phishing, cyberbullying, exposure to age-inappropriate
content, misinformation, and privacy violations.

“As a class teacher, I have been receiving a lot of complaints in my office from the learners

about cyberbullying, hacking of cell phone passwords, privacy breaches, and inappropriate

content, some of which happen at home.”

From the expression above, the teacher from one of the schools visited in the Vhembe East
District highlighted that there is no strict supervision of ICT usage, both at school and at home, by both
the teachers and parents. In line with this finding, Pencheva et al. asserted that learners lack guidance
and supervision from adults to leverage their capabilities in the cyber environment and to navigate
safely in the cyber environment, making them more vulnerable to cyber threats such as cyberbullying,
cyber addiction, phishing, and identity theft, among others.*?

RECOMMENDATIONS

In an effort to combat these cybersecurity threats faced by school teachers and learners, schools should
consider implementing the following proactive and counteractive strategies for managing cybersecurity
threats.

e Install and frequently update antivirus software such as Bitdefender, Norton, McAfee, Avast,
Avira, and AVG to fend off malicious attacks such as phishing, Trojans, ransomware, and
hacking, to name a few.

e Develop a school cyber policy that is aligned to the Cybercrimes Act 19 of 2020, to guard
against cybersecurity threats linked to human error or misbehaviour, such as cyberbullying,
inappropriate content, insider threats and privacy breaches, amongst others.

e Establish a robust cyber-governing body comprising the school management team, school
governing body (SGB), ICT-active teachers and school-based social workers.

e Initiate cyber awareness programmes and campaigns championed by school-based social
workers. Given that the majority of 21st-century learners are engaged in cyberspace, it is
imperative to develop cyber awareness messages on the internet, particularly on social media,
to educate users about cyber hygiene. To maximise learner safety in the use of ICT, schools
should promote cyber hygiene by developing and displaying cyber posters on all school notice
boards and participating in National Cyber Day (NCD), which is observed annually on
November 30th.

e When establishing a cyber risk assessment programme, it is recommended that schools consider
creating a cyber risk assessment programme to identify and curb malicious attacks, such as
Trojans, phishing, ransomware, hacking, among others, that compromise school data.

e Initiating educators' training on cyber security threats to capacitate the educators with the cyber
security knowledge needed to counter and ameliorate the cyber security threats faced by school
teachers and learners. The training should be focused on equipping the educators with the

32 Magsood and Chiasson, “Design, Development, and Evaluation of a Cybersecurity, Privacy, and Digital Literacy Game for Tweens.”
33 Pencheva, Hallett, and Rashid, “Bringing Cyber to School: Integrating Cybersecurity Into Secondary School Education.”
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necessary knowledge of cybersecurity threats, such as the benefits of ICT use, cybersecurity
threats associated with the use of ICT in schools, and how to be safe and ensure the safety of
others in the use of ICT.

e Involving school-based social workers and parents to identify and ameliorate cybersecurity
threats linked to human error or misbehaviour, the school-based social workers should be
involved for their expertise in dealing with sensitive issues, and particularly to deal with cyber
behaviour that may have emotional effects on both the teachers and the learners, such as
cyberbullying, privacy breaches, and inappropriate content. The parents should also take part
by ensuring strict supervision and monitoring of the use of ICT by the learners at home to
promote healthy cyber practices.

CONCLUSION

This study examined the various cybersecurity threats faced by teachers and learners in schools amid
the growing integration of Information and Communication Technology (ICT) into education in the
twenty-first century and the Fourth Industrial Revolution. Adopting a qualitative research approach,
the study involved key school stakeholders, including principals, teachers, learners, and parents. The
findings, supported by relevant existing literature, revealed that schools face numerous cybersecurity
threats, including hacking, phishing, ransomware, Trojan horse attacks, information breaches, exposure
to inappropriate online content, and cyberbullying. These threats underscore the need for
comprehensive and proactive measures to safeguard school communities and promote the safe and
responsible use of ICT in educational settings.

In response to these challenges, the study recommends a range of strategies to strengthen
cybersecurity in schools. The effective implementation of these measures requires a collaborative
approach involving school administrators, teachers, learners, parents, and other relevant stakeholders.
Ultimately, strengthening cybersecurity in schools is essential not only for protecting sensitive
information and digital resources but also for creating a safe, secure, and supportive digital learning
environment.
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